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Training offer 

 

Course Name:  Develop Security Sense and Collect Information 

 

Code NO:          Technical Security         

 
 

Date: 11-Aug-2019 

  

Course Overview: 

In order to increase the efficiency of risk prediction, which would hinder the work in the enterprises, 

every personnel inside himself, should sense it. And that's derived by increasing the skills of the security 

sense towards all these risks, which promotes realizing them, distinguishing them, and then be interpreted 

properly. 

This training course is provided for every person that has the desire and the will to develop his 

competency in the skills of the security sense according to the global approaches. 

 

 

Training Objective: 

At the end of this training, successful candidates will develop security sense and will have good 

understanding in information security management governance, organizational structure evolution, and 

information risk classification and management 

 

Training Methodologies: 

This program consists of modules containing lecture content, skill assessments, case studies participative 

discussions, video presentations and delegate exercises in order to create high impact training. 

The program is designed to be dynamic and highly interactive as well as educational. The primary focus 

is to provide delegates with concepts and methods which they can put to immediate use in the workplace. 

 

Who should attend? 

primarily aimed at personal in the field security personnel who have responsibility in collect information 

for their security system, and who are seeking high level and professionalism in the field. it will also 

benefit executives and managers who require an insight into security professionalism. 

 

 

 

 

 

http://www.anmartraining.com/
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Information_Security_Management_Governance
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Organizational_Structure_Evolution
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Information_Risk_Management
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Course Contents: 

• Introduction 

o Security Program 

o Security Controls 

o The Elements of Security 

• Core Information Security Principles 

o Confidentiality 

o Integrity 

o Availability 

• Information Security Management Governance 

o Security Governance 

o Policies 

o Standards 

o Procedures 

o Baselines 

o Guidelines 

• Organizational Behavior 

o Organizational Structure Evolution 

o Best Practices 

▪ Job Rotation 

▪ Separation of Duties 

▪ Least Privilege (Need to Know) 

▪ Mandatory Vacations 

▪ Job Position Sensitivity 

o Security Roles and Responsibilities 

o Reporting Model 

o Enterprise-wide Security Oversight 

• Security Awareness, Training, and Education 

o Conducting A Formal Security Awareness Training 

o Awareness Activities and Methods 

• Information Risk Management 

o Risk Management Concepts 

o Risk Handling Strategies 

o Risk Assessment/Analysis 

▪ Identifying The Risk Elements 

▪ A Quantitative Approach to Risk Analysis 

▪ A Qualitative Approach to Risk Analysis 

▪ Selecting and Implementing a Countermeasure 

 

 

http://www.anmartraining.com/
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Introduction
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Security_Program
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Security_Controls
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#The_Elements_of_Security
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Core_Information_Security_Principles
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Confidentiality
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Integrity
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Availability
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Information_Security_Management_Governance
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Security_Governance
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Policies
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Standards
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Procedures
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Baselines
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Guidelines
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Organizational_Behavior
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Organizational_Structure_Evolution
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Best_Practices
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Job_Rotation
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Separation_of_Duties
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Least_Privilege_(Need_to_Know)
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Mandatory_Vacations
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Job_Position_Sensitivity
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Security_Roles_and_Responsibilities
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Reporting_Model
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Enterprise-wide_Security_Oversight
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Security_Awareness,_Training,_and_Education
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Conducting_A_Formal_Security_Awareness_Training
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Awareness_Activities_and_Methods
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Information_Risk_Management
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Risk_Management_Concepts
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Risk_Handling_Strategies
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Risk_Assessment/Analysis
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Identifying_The_Risk_Elements
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#A_Quantitative_Approach_to_Risk_Analysis
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#A_Qualitative_Approach_to_Risk_Analysis
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Selecting_and_Implementing_a_Countermeasure
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• Information Classification 

o Introduction 

o Classification Types 

o Guidelines for Information Classification 

o Criteria for Information Classification 

o Data Classification Procedures 

o Classification Controls 

• Ethics 

o Basic Concepts 

o Professional Code of Ethics 

▪ Computer Ethics Institute 

▪ Internet Architecture Board 

o The (ISC) Code of Ethics 

o Example Topics in Computer Ethics 

▪ Computers in the Workplace 

▪ Computer Crime 

▪ Privacy and Anonymity 

▪ Intellectual Property 

▪ Professional Responsibility 

▪ Globalization 

o Common Computer Ethics Fallacies 

o Hacking and Hacktivism 

o The Hacker Ethics 

 

Course Strategies: 1- Lecture. 2- Discussion. 3- Brainstorming. 4- Role Playing 

Duration:  05 Days             Location : Asia, KSA, Yanbu 

 

Time:08:00 AM -02:00 PM        Numbers of hours: 35 Hours 

 

 

 

 

 
 

 

http://www.anmartraining.com/
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Information_Classification
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Introduction_2
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Classification_Types
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Guidelines_for_Information_Classification
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Criteria_for_Information_Classification
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Data_Classification_Procedures
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Classification_Controls
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Ethics
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Basic_Concepts
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Professional_Code_of_Ethics
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Computer_Ethics_Institute
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Internet_Architecture_Board
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#The_(ISC)2Code_of_Ethics
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Example_Topics_in_Computer_Ethics
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Computers_in_the_Workplace
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Computer_Crime
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Privacy_and_Anonymity
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Intellectual_Property
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Professional_Responsibility
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Globalization
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Common_Computer_Ethics_Fallacies
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#Hacking_and_Hacktivism
https://en.wikibooks.org/wiki/Fundamentals_of_Information_Systems_Security/Information_Security_and_Risk_Management#The_Hacker_Ethics

